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Introduction

In the past ten years there has been a proliferation of d&i@eslheld GPS units, mobile phones,
shortrange Radio Frequency ldentification (RFID) tags, and video slamved cameras, to name just a few
capable of sensing or tracking the movement of individuals through time and space. In the broader context,
Lazer et al. 16] argue that the leveraging of these rich sources of behaviousaikdahering in a
Ocomputational social science® markedly different in scale and scope from existing practices in fields such as
sociology or planning. Researchers have already begun analysing data sets frormedialde operators in
Europe, Americaand Africa with a view to understanding the links between such varying characteristics of
social existence as individual mobility and commuting, public health, group dynamics, and deprivabid, [

20] and the data underlying this research is truly massive: in one month, a single phone companyOs call data
records (CDRs) can easily exceed seven billion records!

However, he nature of theellularphonealsoraises new ethical questions regarding the tadtle
between personal privacy and the public gaodl these are questions that Institutional Review Boards (IRBS)
[16] and regulators seem as yet poorly egaibto address. Since the absendaotii aninstitutional capacity
and an agreed standard of privacy is not slowing the pace of research progress, | would argue that there is at thi
time a real need not for motieeoriesof privacy but fompracticesof data anonymisation that are sensitive to the
nature of the investigation and can be applied intigad to highvolume data sources. To date, applications of
spatial and temporal privacy have emerged primarily from work with GPS devices, which haveatistased
fairly small research populations and are thus not necessarily suited to application ivealumigd data
collection system.

In the first part of this work | review the strategies developed in GPS and GIS research as a way of
identifying and itroducing the key concepts in locational privacy. However, since the algorithms employed in
these fields are in many cases too computationally expensive for application Oas isO to large volumes of
locational data, the second section of this work introdtliesoncept of Finite State Machines and sets out
how they are particularly suited to the specific constraints of cellular network privacy management. Thus the
objective of this article is to set out the practical privacy issues associated with thateppti€ computational
methodologies to rich behavioural databases, and in particular to data collected from cellular phone networks,
and to establish the groundwork for an adaptive, complex system able to respond to these issuiesdn real

Locational Data & Privacy Issues
Until recently, the cost of hardware and level of sophistication required to follow the digital trails of
more than a handful of people at a time meant that the issue of location privacy remained largely théretical. |
p.46]But such is theateof changehat we are rapidly moving away from the technical challengagalf/sis
with ubiquitousdevicesowards the predominantly soci@lestionof what applications are acceptabléatte
individual and to sdety as a whol€g[15, p.1] A keyagent of this transformation tise cellularphone [2, p.1]
which has takerdocation privacy issuesut of the laband intoa largely unprepared world
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There are &ost of interesting questions in strategic and transport planning that may be answered with
cellular phone datBpreferred routes and destinations, mode choice, the relationship between work-and non
work trips, faceto-face interaction factors, and mdymadly how groups make use of space and time in an
urban contexbbut growing public concern over the use and misuse of personahdgtaellpreclude this
type of researctOne issue with privacy theory is that there is no Osilver bulletO for te®pyilvacy
concerns because they are largely contextual: few people can give a precise definition of[Bgtd6h
because they typically expdtifferentlevels of personal privacyhen in a public parkr a private homg15,

p.2] and they also respond tiee type of information being captured, the entity doing the collection, and the

uses to which the data will be p{&, p.2] And yet, all of these fine distiriohs are irrelevant to data collected

from a ubiquitous device such as the mobile phone since it can be adapted to nearly any purpose and ignores
spatial or temporal niceties.

There is a obvioustension between the quality and quantity of data, and treeef anonymity
retained byhose whose details are captur@d, p.21]since ach newscrap of information (date of birth,
income, location, etc.) increases the likelihood thaitzservetbwhether a scientist, a bureaucapolice
officer, or a criminabis able toidentify a Operson of interestCspatiotemporal dathere areeffectively two
axes ofuncertaintyaround a single identificatiowhether the user is who we think they are, and whether they
are where wehink they are.10, p.188 This uncertainty can arise in two wayam limitationsinherent inthe
system itselBhow accurate and reliable is the datdlection process itseand alteration®whether
deliberate or inadartentb of the data that is actually collectedheTrelationship between these dimensions is
nicely captured irFigurel below, adapted from Duckham et &, jp.50]

Figure 1. Dimensions of Uncertainty
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Privacy in Cellular Networks

There are a variety of ways to identify and locate individuals on cellular networks, but they typically
involve a tradeoff between positioning accuracy and the number of people who can be simustariesmked.
[26, p.109] So while the police can use sophisticated triangulation algorithms, accurate to within about 15
metres, to track members of a suspected terrorist cell using the mobile network, researchers wishing to
understand the commuting habits of millions can only localise people in a fairly rudimentary way using the
unique identifier of the cell in the network to which they are connected. The size of cells varies with the density
of users, the operating frequendyttre radios, and environmental factors: in dense urban areas the cell
identifier may enable a user to be localised to within 100m of their true location, but this quickly falls to 600m
or more in rural areas where there are far few callers and, henee cielig. RO, p.734]
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Since phone companies are understandably wary of sharing data below the cell level, in this article | will
take it as a given that an identity attacker only hasidelata.Figure2 belowshows a fictional cellular
network layout in order to help the reader visualise and understand the nature of the problem that will be
explored in the rest of this articlalthough the reality of antenna coverage arnssknown to be more complex,
mobile operators often useVoronoi plot to map out the coverage provided by their antennas. To generate
Voronoi cells we can begin with a set of poiathroughh Bwhere each point is the location of an antebna
and themmap out a regioX such that every point withiX is closer to antenreathan it is to the other antennas
b throughh. We repeat this process for poibtthroughh and the result is a map that shows which part of the
city is most likely to be served byhich radio antenna (séégure2B).

The path of an individual through the city is registered as series of Ohand offsO between adjacent or
nearby cells: as the user leaves the area covered by aatdrara is moment where the werk registers that
calls to this person should now be routed to antérinatead. Ifa is at the centre of the Voronoi plot, thee w
can think of the userOs movement as a series of possible transitions along a netwarkayhapko-c, and so
onad infinitum. (seeFigure2C) Finally, in this example by recording the transitiensa anda—b as they
happen, (seBigure2D) we begin to build the trajectory history of a unique individual.

Figure 2. From Antennas to Trajectories: Map of Antennas(A), Voronoi Plot (B),
PossibleHandover Transitions (C) & User Path from Handovers (D)

Figure2 should make clear how, depending on the size of each cedl whikbe a degree of imprecision
associated with using the cell identifier as a location. For understanding collective behaviour at the urban and
regional scales this variability is relatively less important, and so theilinlack of resolution has pracy
benefits for users. However, cellular phones are used very differently from more accurate GPS devices: they are
carried everywhere and at all times, so the lack of precision may be counteracted by a continuity of coverage
that enables an observer taild a much more complete picture of the userOs behaviour and, consequently, of
their identity. Thus it would be na«8as will be further illustrated belof@to rely on the purely technical
constraints of the mobile network to ensure personal privacywandust consider in more detail how
indirection and inaccuracy could be deliberately introduced into any collection system.

Concepts inSpatio-Temporal Privacy
As briefly discussed above, the higher accuracy and smaller sample sizes of GPS studitiseréziraie
of identity uncertainty in the systefortunately, in that field the smaller samples also equate to smaller data
sets, and so anonymizatioan beperformedwell after collection and with less regard for performance.
Unfortunately, the scale akllular network data makes this type of Oleisurelyémustssing much more
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difficult, and so we must ultimately identifyays ofanonymizing or scrambling sensitive information as it is

being collected. Nonetheless, there is still a great deal t@beetkfrom GP$ased work about the ways in

which locational privacy can be undermined, and we can then adapt these concepts to a more scalable system
designed to cope with larger data sets.

Pseudonymity

With a few exceptions2fl, 22] true anonymity makes most kinds of phdresed behavioural research
impossible since the connection between an individual and their trajectory or calling history is severed. Instead,
many secalled anonymous data set® actually pseudonymous, in which an arbitrary vBlasaumber or
sequence of letters, for instari@es substituted for an identifying name or phone nunfi€ p.J
Pseudonymity is an important mechanism in urban anairsig for instancewe need a persistent identifier in
order to assemble location observations taken at 7e88@am, 8am, 8:30aand 9am into ginglemorning
commute.

Unfortunately, thepersistencyhat allows us to conduct commuting researsiogradially erodes
individual privacy. As it becomes ever more tightly linked to just anégue spatiotemporal history, the
pseudonynalsobegins togprovide ahandlefor an identityattacker[11, p.3] The best answer to this typé
attack is to place limits in both space and time upon the duration of a pseudonym. We GefindawBbe it
a neighbourhood, a city, a day of week, or number of HDwighin which a useretairs a pseudonymbut
whenthe limits of the frame are aehed thetracking ceases and/or the pseudonym is reset. Windowing makes
it possible to track users for research into, say, overall commuting patterns while still making it extremely
difficult to expose their identity through an analysiatdngterm tavel history.

k-Anonymity &Aggregation

The uniqueness ofraobility historyalsogives rise to a more subtle isstlee intersectiornof
informationtakenfrom more than one data segy stilluniquely identify an individual even whamyonedata
setis, on its own, anonymou$§25] For instance, combiningpmmutingbehaviourwith residenceand
employment informatiorcould unmask a userOs perstmaaklhistory even if our travel history were carefully
scrubbed of identifyingata Oneresponse to thissue what Sweenetermedk-anonymity P4, is effectively
a sophisticated form of aggregatidhe collecton system sets a threshok) below which individual spatio
temporal data isithernot reprted at all or is generalis€ide. made less specifisp that the individual
becomes indistinguishable frakother users.

In a celllar network contextywe cansetsome minimum numbeaf k phone users who musither
follow a particular transitiofeg. a=b, a=g) or remain within a given cell (e.g—&) in each sampling interval
for data on those individuals to be reporteeeFigure2D). Clearly, ifthere are noénoughusersto createa
crowdthatguarantegesome levebf anonymity then this procesmuld have a serioumpact on the types of
analysis that are possibld 4, p.9] In GPS research this problem has been acute because of the small sample
sizes involvedoften less than two hundredqme [13, p.3]DPbutfortunatelyon telecommunications networks
the sample sizagpically reachinto themillions, suggesting thdtanonymityprocessemayhave rather less of
a research impact in the final analysis

Data Peturbation

Another way of introducing uncertainty to a data set is threagtion©noisefa userOs location in
space and time adjustedby unpredictable amounts so as to make it more difficubtain amaccurate
locaion for an individual. Evfimievsk, [8] Krumm, [13] and Kwan et al.,]4] consider a range of techniques
for adding noise to location data; however, the Operturbed® data must be both plausibleding rifisigath
shifts by five kilometres only to revert to a more probable trajectory a few minutes later then weOd have little
difficulty in divining an altered data point, but if a userOs location is only shifted by ten metres once in a while
then weGvdone little to misleadn attacker. Furthermore, Evfimievski notes several ways in which the
distribution of data and the degree of mutual influence between variablesstiligigrmit privacy to be
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compromised,§, pp.4647] and onepotentially unanticipated consequence of adding some types of random
noise is that the data set may actually become susceptible to noise filtering alg¢figmd 8]

Fortunately, there are several aspects otdlielar phone network that reduce the need for algorithmic
noise to protect privacy. The first is the nature of thaulzllsystemareas with few users each cell will tend to
cover a larger area, making locatiess certainwhile small cells will corespond to many more simultaneous
usersmaking identity lessertainty. The second is that users near the boundary between cells or near
transceivers under heavy load (many simultaneous calls) may appear to bounce between cells without having
actually move at all. This effect can give the impression that cells ObreatheO inwards and outwards over time,
[23] meaning that the Voronoi plot FFigure?2 is better understood as a ma@wéragecoverage and nactual
coverageso there is a less than perfect correspondence between network location and true Facaliypn
users travelling at highpeeds across the city may be handed betaeenappingdmacroO cells to ensure
continuity of serviceintrodudng further uncertainty around exact locatifizg]

Path Perturbation & Mix Zones

In general, there is an inverse relationship between the density of users and the degree of perturbation
required to ensure anonymitil 1, p.10]Consequently, even in entirely anonymous environments if there are
too few simultaneous users then tracking algorithms may be able to accurately reassemble a userOs trail using t
making reasonable assumptidiased on obserdalirection and speef#, pp.5051] Hoh and Grutesed[L,
p.4] suggest thaineway to defeatsuch aracking algorithms iso usepath confusioneachtime two users
cross pathé time and spacthere is an opportunity fahe attacker to confuse them, especially if we increase
the likelihood of this occurring by exchanging the two usersO identifiers

With smaller data sets it is possible to search for users passing close to one anothertahdiadjus
trajectories so that they appear to meet, but this clearly is not possible in a dynamic environment with millions
of users. Nonetheless, the method is a particularly appealing one for use in cellular privalcgredovers
between cells provide ¢hperfect moment to look users between whom to exchange pseudonyms, and the
network cells are sufficiently coarse thaOd expect to have many people in urban areas entering or leaving
cells simultaneously and, hence, many opportunities to sow confusion.

As an alternative to path confusion, Beresford and StaRimdpose the Omix zor@&®region in
which all users either exchange identifiers with anather or switch to new pseudonyiasogetherThis
method exploits a krven tendency for even relatively small populations to cross pafhst a few higktraffic
locations such as a corridor or entryway. At the-sitgile it is reasonable to expect many more people to enter a
mix zone simultaneousiconsider Times Square New York or Oxford Circus in LondoRsuggesting that it
would be much more difficult to link users to paths in an urban con8.54]

Inference Attacks

An attacker can also employ statistical analysis, such as clgsteréigendecomposition§][to attack
data sampleg$13, p.4] By observing and grouping together common behavioural patterns, especially those
around work and home life, one can radically increledikelihood ofreidentification. This is not necessarily
a direct attack on locatiguer se but by analysing the level of routine in a userOs day we can draw inferences
about both the type of user and the likelihood that they will reappear in a [@aungilace at a particular time
significantly reducing the Osearch space for an idmnigityed attackThe risk here is then not only in rétat
to identitybut also to prediction and interception.

Krumm is one of the few to evaluate the efficacy mimtermeasures against such attacks on GPS data,
[13, pp.1G15] and he found that threinimumamount of random noise required to reduce to zero the risk of
reidentification for his study subjects was more than 2km. Assumingftisas a general case, then no single
technique can succeed in verifiably preserving privacy unless the data is corrupted to a degree that renders it
unsuitable for many applications. For instance, Krumm notes that adding 2km of noise to-pl&nalfigy tool
would seriously undermine the utility of the analysis, [p.14]
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Human Error

Finally, mostprivacy research presumes that sehalware and softwaggchitecturs are in place;
however, human error and poorly configd systemare oftertheinitial point of failurein privacy breaches
Though not a locational data bregmdr se theloss in the post of 25 million records containing banking and
National Insurance details BritainOLusbms and Revenue (HMRC) Semwis only the most egregious af a
ongoingseries of breachel, 17] If we, as social scientistgish to start employing this type of sensitive data
for public and private research purposes tiwermust also factor in the increasing risk of disclosure that comes
with the wider distribution of thidata.We must stop thinking that security breaches only happeth&s
researchersand consequently | think thtere is a cleazase forembedling eitherirreversible anonyraation
or more sophisticated forms of pseudonymisatieen wherénformedconsent has been obtaireud the data
does not, on the surface, seem particularly sensitive

Summary

As should by now be clear, the sheer number of mabitene users and the technical constraints on
spatial accuracy in the cellular network provide powerful protection against nasve idamdityrivacyrelated
attacks. However, because the ubiquity of the mobile phone also raises the threshold forshiatdve
consider to be sufficient obfuscation for the purposes of privacy proté&italirectly, we can glean a great
deal of knowledge about an individual from monitoring when they wake up, leave the home, travel a preferred
route to work, habitually gfor lunch, and with whom they spend their free timed these are avenues for
much more sophisticated assaults on personal privacy

With the benefit of concepts already elaborated in a GPS environment, wedwaidentified some
promising methods for d@eupling itinerary and individual. However, the sheer volume of data flofrimg the
cellularnetworkmeans thait is effectively impossible to retroactively scrub the data set of identifying
information. So we need a mechanism for applying these dlgwrior concepts ireattime and without the
benefit ofa Obig pictureO view of netwantivity. In such a massive behavioural databaseamaot know
from minute to minute what events might occur to potentially anonymise or deanonymise any one user.

Finite State Machines & PrivacyManagement

Overview

Although tey may sound exotic, from a conceptual standgeimte State Machines (FSMbave a
great deal in common with agersgeographical agefitased models. In fadEtSMs are embedded in many
compuer applications, ranging from artificial intelligence research, threidgo graming[19] and on to
sophisticated applications fargetedmarketing campaign$§l2] FSMs havenot been previouslypplied to
privacy management issues, but can be used to address the impsuasttiscussed above, leaving us with an
adaptable system with excellent performance characteiistiéggh-volume datgprocessingnvironments

How doFinite State Machineaork?

At their simplest, ate machineare described bywo mechanisra states and actionéctions bring
about changes in states, and changes in state can, in turn, induce newFamtimssance, ght switch can be
represented as a FSM with two ston and off, and two actions Oclose the rélayirn the light onjind
Oopen the relagi@. turn the light off)When the switch is moved to the OonO state then the Oclose the relayO
action occurs, and when moved to QoffOthiegbopen the rel@yaction happens automatically. By adding more
states, more actions, and more types of actions we can model systems of immense complexity with fairly few,
simple OrulesO.

Actionshavefour distinct sukclasses: entry, exit, input, and transitibyput at¢ions enable external
eventsto bring about changes of staimtry actions are performed when a machine enters a new state, exit
actions occur on leaving the current stated transition actions occur while the machine is moving from one
state to anothefSo in anore complexenvironmentwe could use state machines to manage a marketing
campaign: firstime buyers (an action) of a product become customers (a state) of the marketittuefinput
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actionof calling a support centfer helpwith the newpurchasean trigger the customerOs reassignt to an
in-needof-supportstate whose entry actionagollow-up assurance call or a Ogetting the most of your new
product® promotioif.the customer then indicates satisfaction with their purchase thdyeamoved back into
the default customer state and become Oeligibled for other promotions.

Applying FSMs t&ellular NetworkPrivacy

As quantitative social scientists doing locational reseaclwant to record two pieces of information
aboutusersconneced to the cellular network: thidocation at timet, as captured bgcell id, andany changes
in locationat timet,., capturedas thehandovenof the usefrom one cell to anothelf we dscardfor a moment
the particularities of geographhenwe canrepresent the cellulaystem as network of nodes arohks (e.g.
e—a and a=b) as illustrated ifrigure2C andFigure2D. This representation is also amenable to graph analysis
of the sort performed b$onztlezet al. P] to study human mobility patternand would take the more static
analyses performed by groups such as Space/Syntax in a substantively new direction

However the focus of this articles privacy and ® this consideratiorshoulddrive the majority of
actionsand states in our data management pro€égsre3 sets out one possible implementation graphically,
while Tablel presents the underlying logic astatetransition table with pseudoode.In our simple model, a
userentes aninitial stateA when their phone connects to a cell within our trable regionTransitionsl and
2 represent two possible exit actions that are effectively setting the samknigrséhe general population of
track-able usersTransition2 leads toatermiral conditionsinceno furtheractionsare performed on the
handsetand these can arise anywhere in the system of state machines. In this example there are three other
termind states where users are dropped from the processing.model

Figure 3. Modelling Cellular Network Privacy

\l 1
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k neighbours limit exceeded trackable region a mix zone limit exceeded
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Exchange of New Pseudonym
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J 14 15 /

The FSM approach enables us to implement a range of piprasgrving techniquesgith much less
computational sophisticatiahan is required when just one algorithm is applied-pol&ction.For instance,
the transitions leading to stat8sandK implement windowingthe action leading tstateF implements-
anonymity,and the one tetateJ implements mixzones inspecifiel cells. We couldcompound thelifficulty of
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a privacy attack by applyinpandom modifies to transitions 6 and 10 so that the windows for each handset vary
unpredictably The FSM system carmvenbe quickly rewired such that stddeis connected to statd by a
transition that causes some percentage of users to receive a new pseudonym without having réactied the
limit set by the windowSo instead of a single algorithm that functions well under a particular set of data
collection conditions, we are ctéay a system that is arbitrarily complex so that it is impossible to know which,
if any, attack or set of attacks would have a higher probability of success.

The benefits of FSMs atbussubstantial: first, because they are computationally simple trepe
used in dataich/high-throughput environments where réimhe performance in critical; second, they provide a
straightforward way of mapping a set of desipegacy and performanagbjectives on to a fulljledged
application; and third, althoughis easy to describe and model the OstatesO through which an individual user
might pass it is impossible to predict their actual behaviour or the behaviour of the system as a whole. As with
agentbased models set of simple ruleBif x event occurs thretakey actionbcangive rise tounpredictable
behaviours on the large scafnd because each transitican be tunedith a separate probabilitye can also
deliver a range of privacy characteristibat can be adjusted over time

Table 1. Model State Transition Table

c
8
‘0
c
©
= State
B Sampling and load management:
C goto B if r < 0.5 else C
D

Same cell in last interval:
goto D if loc(U,t)==loc(U,t_;) else E

k-anonymity:goto F if count (Loc;,t)<k
G Temporal windowgoto G if U(t-t,) >c
Default:goto N

Left region:goto H if loc(U,t) €& Loc
Mix zones:.goto J if loc(U,t) € Mix
Spatial windowgoto K if count (Locy)>s

Z XN « T

Default:goto N

L Exchange idex (u,,u,) if
loc (U, t)==1loc(U,, t)

M New id:U; = id(s*IMSI)
N Default:goto N
N Defaul: goto N
B Default:goto B

A A A Optional:goto A

r is a random number between 0 and 1

s is a salt whose value varies over time

Loc is the set of trackable locations;c; is a location within setoc, Loc, is the set of lod#ons at
which user has been found
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Mix is the set of mix zoneRix; is a mix zone within setix

T is the most recent observation time, the preceding observation time, the first observation time
Loc (U, t) is the location data point of useat time t

1d () is a pseudonyrgenerating function

Ex () is a pseudonyrmxchanging function

Conclusions & Next Steps

In large behavioural data setssitisuallyour habits that give us away, and since we are very much
creatures of habi6[9] the risk of extended and ompmesent Omonitoring® as a vector for ideeliyed attacks
is substantialYet accurate and extensive locational data asobe used to enhance public welfare by
improving our undetanding of how cities function in space and time and, consequently, our ability to deliver
bothpublic and privategoods in aadaptable and sustainal@nnerTo date, thgublic response to geoprivacy
issues has been surprisingly muted,dndoing highprofile breaches suggest that data protection and privacy
will remain in the public eye for the foreseeable future, and objections to large scale data collection and sharing
by private entities is likely to increase rapidly.

Accordingly, here is a stronfncentive for researchers and commercial organisations to collaborate on
developing effective anonymization systems since failure to do so may well preclude the collemtipdaté
at all.[16] By enabling us tantroduce several types ofinpredictability simultaneousl¥inite State Machines
enable us to respond to the privacy concerns of individuaile still supporting the development of tbellular
network as a platform for urban analydiseffect, we can tune théate machinesothatdata sets that are
demonstrably corruptefdlom the standpoint of individual identitj13, p.11]butnonetheless preserve the
overall characteristics and distributions of urban activityditional workis required to determine the
appropriate thresholdsnd types ofoisethat would deliver the optimal mix of privacy and statistical valjdity
but by enabling thdine-grainedanalysis of behavioun space and time thapproach advances our
understandingfahe city as an integrated whole without violating éx@ectecrivacy rights of users.
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